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LLMIZ &k S Malware®EdF1: BlackMamba

e Al-generated polymorphic malware:
o HYAS Labs O#f5t# 1%, BlackMamba & X
OSSR E L LR L E Lz, ZOWEIT,
KB EFEETT /L (LLM) (ChatGPT OX— % &
b7/ aY)eBEHLT, RVE—T 470
¥ — 1 A —HHE Z commmand-and-control z fi
OPNA YT T4 TERT D, TOREL,
BlackMamba 2R3 7 b7-NZ, DO F—1
X IHEREE AT 5 LW H AT [EICRY &
—7 4 v 7] ThrHhEEZREINTS, . ?
e Exfiltration through MS Teams:
o F¥TFx LT —HEEHHTT0DIZ, §
BlackMamba i%, IWEELT-T —42EEDOH D
Teams F ¥ 1 /LIZ Webhook 8 HH CTXET 5 2
2k, MSTeams A H LT v EL
THEMS 2,
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IR DWEFKIFEBR (2 > TETLNS: %=E,%:E,Sandbox[!ﬁﬁﬂ’&@:&Té*ﬁﬁ&@%ﬁh\iﬁiéfn’c%)

. N .text:0050AAC7 B8 68 58 4D 56 hov eax, 'VMXh'
e Sandbox evasions are a major challenge: il e e =

o wAUTOEREFEESERFHEEHEALTY | EEE .. £ Sl E T
YRRy 7 AREIC L O EZEEL . BEIYLY L Mware B E ShECheckLTNG
=T MY AT AREEDOHHY 7 b =T ZRE

r. - : .text:00469691 bWaitLoop: ; CODE XREF: .text:004696A6:]
l/ Tx\ 5 E %_) /;E - ‘( 6 : “text:00469691 i .text:00469706.p
TL — k— : P ltext:00469691 F6 C4 FC test  ah, OFCh

. . . . : : ::Z::igg:ggggg ﬁ FF 16 81 DO 58 é:; :;;, 5BD08116h
e Multiple categories of evasions: L | g
N 1 .text:004696A0 81 F9 FF FF FF 00 cmp ecx, OFFFFFFh

=t A 7L \‘i %1%% L/ T N ]\e j_\: y B:[:i - . L .text:004696A6 75 E9 jnz short lblWaitLoop
I: = @ q::“ ’H‘ N Z f a l : .text:004696A8 66 F7 C7 34 93 test  di, 9334h
o FIEAI E <ﬁ ‘{ ‘/ AN / ﬁ E& — . .text:004696AD 5B pop ebx

% 1 H % [l | SleepBaSE > TEMO RO S OER LT AR T

. ‘7/]/ ]7 :]: 77 ﬁ ,f}i”—“ “/ “/“(\‘9._‘%//(? é j/l/‘(l/ \ 5 753 E :1 Ooél_EAN stdeall checkmemory() " ’
> ~ . 2
IMERHLL D ET5H57 F VM FiE, oy A SRR ——
6
7

~m

HANDLE hDevice; // [rsp+50h] [rbp-Ash]

> ~ N, . DWORD BytesReturned; // [rsp+58h] [rbp-A@h] BYREF
n 7/]/]: 7 T f 75) é i é i fcﬁ ﬂ;yﬁ %1%% L/‘( H#F % : struct _MEMORYSTATUSEX mem_status; // [rsp+60h] [rbp-98h] BYREF
H : 8  DISK_GEOMETRY disk_geometry; // [rsp+A@h]l [rbp-58h] BYREF

9  SYSTEM_INFO sys_info; // [rsp+B8h] [rbp-40h] BYREF

\Z&% L/ = I;EOD % ZD \yil‘-‘ %ﬁjﬁ‘ ‘j:‘ ZD 57 /]) > y\\ 1 Libraryi = LoadLibraryW(L"Kernel32,d11");

12 GetSystemInfo = (void (__stdcall x)(LPSYSTEM_INFO))GetProcAddress(LibraryW, "GetSystemInfo");

N > 7 ) / IEI B . 13 if ( !GetSystemInfo )
— — z .14 return 0;
}C) J: U - / I: L 7 /]) / O) Ji 115 ((void (_fastcall %)(SYSTEM_INFO %))GetSystemInfo) (&sys_info);

N ~ 2 oy . 16 if ( sys_info.dwNumberOfProcessors < 2 ) // check if number of processors is less than 2
N N ~ A\ 2 ==z 0, 17 return 1;
| ] ~ ]/l J O ) 753 H ]\ /I\ D j)/_ A VC Fj: fcﬁ < ;%Igi @f 1 18 hbevice = CreateFileW(L"\\\\.\\PhysicalDrive@", 0, 3u, 0i64, 3u, 0, 0i64);
/ / / 2N ﬁ .19 DeviceIoControl( f X . ’
. - T2 hDevice,
fi"cv;%/rj* é j/l/"c l/ \ é yE{g% %?ﬂz“j q'—_‘:¥£ Poa I DISK_GET_DRIVE_GEOMETRY,
R 7K | I R T T T TTTITEEET RIS, .
23 -

: 5" i 4=1— &
SRR U RO U SR U TS U VU U SRR U USRS URRUUURRT P 53;;@;%;2;;;3””, - RTICRER PARR TN U
Bl EapRenme, - WBELGAEYEHERLTS
28 mem._ status. dWLEngth = SIZEOf(. ............................................................

29 G‘LobaIMemuryStatusEx(&mem statis);
30 return (unsigned int)(mem_status.ullTotalPhys / 1024 / 1024) < 2048;// check if RAM is less than 2GB
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Sandbox Evasion Techniques: Memory Detection Pattern

Evasion Successful

Malware Termination

Checks system memory B Uses sleep loops B Checks environment variables § Checks mouse activity i Checks registry keys Malware Termination

: If < 1GB, terminates : : : . \: E
: : Delays execution : : : \: i
I T T T T | I
) | ' If sandbox variables found, tem'nnates | \: |
I I T T Tt | |
| : : | If no activity, terminates | o |
1 | | I T 7 il | |
: ! : ! | If sandbox keys found, terminates _ | ;
: I i i : o '
| | | |

>
|
Checks system memory B Uses sleep loops B Checks environment variables § Checks mouse activity §§ Checks registry keys Malware Termination l Evasion Successful
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SUB-CATEGORY POINT PRODUCTS NETWORK SECURITY PLATFORM

Firewall

Intrusion Detection

URL Filtering

Sandbox Detection

DNS Security

loT Security

Data Loss Prevention

Cloud Access Security
Broker

Posture and Health
Management

Remote Access for Users

SWG

SD-WAN
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'SOFTWARE TECHNOLOGIES LTD

Nm
cisco

© BROADCOM'
Q) FirRseYE
Infoblox $5
'ARMIS,

© BROADCOM'
A°netskope

tufin Gdynatrace

il
cisco

&> zscaler

veldcioud

Network
Security
Platform

SUB-CATEGORY PRODUCTS
csPM @Rpome9
Cloud Workload
Protection 0 aqua
(]
Identity & Access CLOUDKN@X Prlsma
Management Cloud
Code Security snyk
Swe?:lb‘riAtgpllcatlon / API ‘CLOUDFLARE
SUB-CATEGORY PROBUCTS
SIEM splunk>

Endpoint + EDR

NTA /UEBA

SOAR

Attack Surface
Management

. CROWDSTRIKE
DARKTRACE
&P Siemplify

Oriskia

Cortex
XSIAM
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SUB-CATEGORY NETWORK SECURITY PLATFORM

Firewall

Intrusion Detection

URL Filtering

Sandbox Detection

DNS Security

loT Security

Data Loss Prevention

Cloud Access Security
Broker

Posture and Health
Management

Remote Access for Users

SWG

SD-WAN

Network
Security
Platform

SUB-CATEGORY

Cloud Security Posture
Management

Cloud Workload
Protection

o
I':'ientity & Actcess Prlsma
anagemen Cloud

Code Security

Web Application / API
Security

SUB-CATEGORY

Security Information &
Event Management

Endpoint + EDR

Cortex
XSIAM

NTA / UEBA

SOAR

Attack Surface
Management
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2959 FxalT« t¥&al)7F43EH
Strata | Prisma SASE Prisma Cloud Cortex
— K \ 9259 FETEMET S S RN 2Ha.
L TAR A WA [l RS AT/ T 5. i, *ggjjﬂgigﬁij B
@tﬂFJ'J7-4§TE1# @%E"] Y kT —L SOCIZ ﬂTé%ﬁt 7 J0—F

BBAVTISIVARET ENRNAMF)—HB—EX
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[ Fragmentation drives

leads to

ensures

results in

A DSOCH EH

requires
enhances

fules
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e App-ID, Phishing Domain : Schgi)(;linasedXSOAR
o TODOLS

959K EFa)T4 tXal)T4ER
Strata | Prisma SASE Prisma Cloud Cortex
J\— |;‘r717 D I*"?IT ?5'7 I‘J:'CEJJ1lF'd-6 Eét&T ’)"ﬁ:l
— = HoWDE/ RET D, ST, BEMEERL:
L SASEZNN_T OXFRB | | SREMATS Y RoA—L | |SOCIEHT BFAT JO—F

DEF1) T4 TR

BBAVTISIVARET ENRNAMF)—HB—EX
HRAMIZHOSNBERA VTIVO T VR, Y4/ — YRAHBEEH—EX,
7 ENAHF)—H—ER
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Machine Learning% #|f L TZB#& %09 5 :Disrupt Attack Paths: How to Prioritize Your Most Harmful Risk

—
Cloud
20 Configurations
‘o —o\
T~ . Network
\ ooQ_OO ,' Flow Logs
/

Audit Trail

Vulnerability
Data

—_—

<LPRISMA®CLOUD

Collects data across
different sources

Finds combinations
that pose the most
risk

Speeds remediation
with actionable
feedback
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Disrupt Attack Paths: How to Prioritize Your Most Harmful RISk

...............................................................................................................................................................................................................................

Alerts Overview > le having iam: ttachedt A-11437137 [£ Viewin Console x

AWS role having iam:PassRole and ec2:Runinsta > Findines Tvpes MaCh ine Lea rn I ng 0)’&%}

This policy jam:PassRole and attached{  ®®® Critical & Internet Expos. ® Privilege Escala,

&

overew  Eudercs AlrtRules 10 ; : e Inaddition to finding what could go wrong in

- cloud environments, Prisma Cloud applies

=N o i threat context to identify what is going wrong.

© po— Y ~ With Palo Alto Networks Unit 42 threat

e 5 o o o BRGNS intelligence, coupled with machine learning
e I s (ML) and user and entity behavior analytics
we @ A maww - (UEBA), security teams can detect exploited
pomE e o™ 3 attack paths.Examples combinations

3 potentially indicating attack paths:
¥ o A workload with a critical vulnerability
that’s exposed to the internet and has
excessive access permissions.
— ‘ ¥ o Azure AD user with Key Vault access
_________ performing unusual activity
: o Detected network data exfiltration
activity on a publicly accessible
workload with a critical, exploitable
vulnerability
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Detect DNS Threats for AWS Environments with Prisma Cloud: DGAZ &

' Machine Learning NO#&%l

. e Detection of DGA
Creates DGA AlgorithmjiliDistributes Malware Activity:Domain Generation
Algorithm (DGA) generates

DGA Algorithm domain names based on a

dynamic seed and an

algorithm. Attackers use this

technique to register new

L random-looking domains for

Malware their victims to rendezvous
= with the attacker's network.

Victim

Attempts to Connec

DGA Generated Domains Issues Command

Command & Control
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Detect DNS Threats for AWS Enwronments with Prisma Cloud

' Prisma Cloud iZ. AWS EDODNS F57 ¢ v Machlne Learning D&

Z 7.%7’75"/{*71:%'{@ L.DNS 774 271C 5 . e Detection of DGA Activity:Domain Generation Algorithm
BN S ESERBBRERHTEETS 3 (DGA) generates domain names based on a dynamic seed
: s ) _ and an algorithm. Attackers use this technique to register
. g?ﬁ/ﬂfiﬂéﬂfﬁﬁi@ 88% 4% DNS KBS TV 4 new random-looking domains for their victims to
° ¥ rendezvous with the attacker’s network. Prisma Cloud
N \ZFA B A L D . o o °
¢ %ﬁ%ﬁﬁﬁﬁﬁjrig 7 #10> DNS Bz 5215 Tk ¥ uses machine learning to monitor the DNS queries and
° S detect suspicious DGA domain request activities
B by 7= 2 NS YIRS . : ;
: ¢ _E%N; BB D D= A R 942,000 B .. e InGeneral:Using this data, the context-driven platform
[T ST USRS RPUPRRRRRR |everage5 Palo Alto Networks Unit 42 threat intelligence,
I ¢ i ot e G el G 45D 4 ke wmewma! third party intelligence streams, machine learning (ML)
@ one Lok and user and entity behavior analytics (UEBA) to identify
ey threats lurking across cloud environments. With each :
= - | T 2 T |- "’9 Rt threat detected, Prisma Cloud provides actionable
mnane L remediation steps to help you respond.
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Detect DNS Threats for AWS Environments with Prisma Cloud

ML-powered & threat intel based detection with contextual insights
Immediately pinpoint highest risk security issue and impact

Data Sources:

laaS/Paas logs, user logs, storage logs,
network traffic logs

— N\ 5 Threat Intelligence:

: O 1 : @ Qualys. Malicious / suspicious IP addresses,
: _ malware signatures, 3rd party
e ] Otenable integrations

Threat Detection:
Advanced analysis of data sources and
threat intelligence to detect both
known and unknown threats

Advanced Analysis:
Machine learning, statistical modeling,

graph analysis, natural language
processing
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BRI DWEFERILEER(ZE > THETILVSMITRE ATLAS™MIZEHL T

o MITREATLAS™ &, BFSEH M EMEE (ML) & AT ADOTRD
WIREBRST D DI O L HICEHE &SN Loy X—z

! S
Framework code 1 boundary's
v I Y
Q 1 ‘: Input
g BT
H
Training data Training process Trainedmodel | Inference pmcess\'\
' 7
! /™ ihy
] . Outputs
Training Inference
Reconnaissance & Resource Initial
Development & Access &
5 techniques 7 techniques 4 techniques

ML Model
Access

4 techniques

Framework code

{
ke

Training data

o

Training process

Training

Trained model

R

Inference process \{
h
/
P ||
/

APl
boundary 'y
\
Input

\
i
i
1
1
i
i

/
/

Defense
_.-Evasion &
1 technique

Execution & Persistence & Discovery &

2 techniques 3 techniques

Collection &

3 techniques

ML Attack
Staging

4 techniques

Search for Victim's Publicly Acquire Public ML ML Supply Chain
Available Research Artifacts Compromise
Materials
Obtain Valid
Search for Publicly Available ilities & &
Adversarial Vulnerability Capabilities Accounts
Analysis Develop Adversarial ML Evade ML
Attack |
Search Victim-Owned Ctatsgbilmes Moo

Websites Exploit Public-Facing

Search Application Application &
Repositories

Publish Poisoned
Datasets

Active
Scanning &
Poison Training
Data
Establish
Accounts &

ML Model Inference
API
Access

ML-Enabled Product
or
Service

Physical Environment
Access

Full ML Model
Access

"I Evade ML
Model

Discover ML Model
Ontology

User
Execution

Poison Training
& Data

Backdoor ML Discover ML Model

Command and

Scripting Model Family
Interpreter & Discover ML
Artifacts

ML Artifact
Collection

Data from Information
Repositories &

Data from Local
System &

MITRE/ATLASIZAI/MLIZCEES 2 BB = AT MRS

Create Proxy ML
Model

Backdoor ML
Model

Verify
Attack

- Outputs
Inference
Exfiltration & Impact &
2 techniques 7 techniques
Exfiltration via ML Evade ML
Inference Model
API
Denial of ML
Exfiltration via Cyber Service
Means
Spamming ML
System with Chaff
Data

Erode ML Model
Integrity

Cost
Harvesting

ML Intellectual
Property
Theft

System Misuse for
External
Effect
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ML/ANZ X 2HBOKRM THo720 5?2
—ABRIZAI/MLIZ Xt 3~ B BhfElxt 5 45l: Poisoning training dataxt5R(§ &0t v & 3 VIZEBFEMAERATE)

O By injecting carefully crafted data into
the system, attackers may attempt to
manipulate the machine learning model's
training process, causing it to generate

O 1 POISOI’\ I ng trai nlng false negatives (failing to detect actual
d t threats) or false positives (detecting non-
dald threatening behavior as malicious).

o Implement robust data validation and
sanitization processes to prevent the
injection of malicious data.

4o paloalto’




S1ERH— E X EHE(SIEM/Ticketing/SOAR/COLLABORATION)

Prisma CloudnCSPM:iz?2 O i © @ 5 O pd © S

Architecture Flow£ % E/ED & 5 Z L 51
Prisma Cloud Cloud Native Application Protection Platform (CNAPP)

UFYSIURRRY—L :
T¥TUI=YRAARY Cloud Workload Protection

O )
QUAWS J SLTFUR

“““““““““““ HikF 2R iEsE AVISATUR S84 LKE#H
fis8tE & BEA > T U VR

5 Whys - T e
A CISTz E&TRIR#E R o— A AL N FHeREE
WildFire Lm0 4 ReZF5—F YDRAFv> CIS Benchmark# &
1.Cloud Threat WF WaaS[5 Agentlessi#fe
Prevention Lo :
. OWASP Top 10&E
Cloud Infrastructure Entitlement
2.Cloud Threat 277 PRSI FRYTR Management(CIEM)
Detection RV TVTRT Y Network Security

Net-Permission IAMF#E IE{E

AIHR{L/ARE B/IMERDRA

Microsegmentation
Network Threat Detection/Prevention
Network Analysis/Exposure

DevOps Security Plugins

3.Visibility,

Compliance, & ‘
Governance n 9

I 4 A
4.ldentity & O 0 I @ 3
Access
Management e 959 FYY—2RD YY—RENRE |
9 @ w — avI4 e 1—H¥—TFHF4ET« -kx F /Tj-
REGISTRY aws RFAEN avyt
ORACLE FUFIVF
5.Vulnerability Code Security ~—" AAzure 3 Allbaba Cloud ~  cow A e avss
M t i
anagemen laC Security 551 RF0/34 SDAPI/ 05 QIS I—S1YbHEDTF— SN
Software Composition Analysis

Secret Scanning

Cider Security CWPDT—4Y—2
( Cider Code/Build Deploy Run
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Next Action & L TUIltimate Test Drive(UDT) ZHEE 95

Prisma Cloud{AE%F %

Pros

Cons

NATZIIL bRy D=0 XREIC
LAE/TE

BEFAICHOERLLES THED

Prisma Cloud D#£EE D IREZHVE
FE O LVATREEAH Y

BEHRLE BN XA
(UTDZREE)

ERICREZFEIVN XA VT HE
[Z & > TPrisma Cloud D4R D IRfZ
NEXS

RERRIRICIG C TRERRICESR
TOMENDHY , ERWICfE
EET DRENEN

BHEEDS L Prisma CloudiZiE®
IRt (POCIRE)

Prisma Cloud D#EEDEBFEN ST EIC
EED

BEREICEELTH 5 5B
%0\




Next Action & L TUDTZ #E 3 5: Prisma Cloud UTD

UTDIRIZE(CNSP)

16+ Activities/58+ Tasks

/X— F1:Prisma Cloud Enterprise Editi J\N— 2:Prisma Cloud Compute Edition

1
i
1 Activity O: Activity 7:
: Log in to the UTD Workshop Prisma Cloud Compute Edition
F————————————————— -@
: Activity 1: Activity 8:
1 Prisma Cloud Overview Adding AWS Account in Prisma Cloud
}_ - 0 7 7= Compute
1 Activity 2:
: Investigate and Remediate Cloud Service Activity 9:
: Configuration Alerts AWS Lambda Serverless
T @
1 Activity 3: Activity 10:
: Prisma Cloud Network Monitoring Container Runtime Defense
e e —@
: Activity 4: Activity 11:
1 Prisma Cloud Data Security Container Vulnerability Management and
e = —@ Regi i
H egistry Scanning
1 Activity 5:
: Prisma Cloud Code Security Activity 12:
r—-——"" = = === ==——- L O) Cl1/CD Integration
: Activity 6:
1 Prisma Cloud IAM Security Activity 13:
e - Web-Application and API Security (WAAS)
Activity 14:
Agentless Scanning
e  Prisma Cloud UTD Activity 15:

Compliance Management
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Cloud Risk Assessment & X

Prisma Cloud 2ERLEEZAUV IR REZEIC, CABHOIIVMREOZECFIVTAURZIIOVWTAKRIL
Lik—b&ZRERLET,

REZERTOIIVNMREORREEE - AIRL. BENBRIVYTYINER - EEZBEIEE, AN+
IUTAVARIADREDIRET, CEAICHZRIL AT,

TEAXY IS SREAR -
2022 XX B xxH 00:00~ 2022FEXXBxxH 00:00 GIEARE

EAENRITVMNRIE !
@AWS  OAzure (TBD) [Google Cloud (TBD)

EECHIDELGERRE !
EBEXNRO7HVY Prisma Cloud DAWST AV Y MIAYVIR-T1427  (Assuming RoleZ#| A LT HV Y MEE
EICLBIIVFNOREBRSER - BB0FR]) LUEEEY,

AR
BEHOLTORE - VY-AICHLTHERETOIZLIIRETHY, 75V RT7HIVREEDOY Y IV ELTIER TS,
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Cloud Risk Assessment® L' R— hFo 7 v 77 KU V—X&

aws-ec2-describe-instances aws-ec2-describe-snapshots aws-ec2-describe-vpcs
122 598
EC2 instances EBS Snapshots

S3 Buckets Security Groups

-iam-list-use aws-iam-list-access-ke

User Accounts Access Key
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Cloud Risk Assessment® L iN— "o e 7877 4 7%~ —

IAM Security (CIEM) FL&'.I
739F EOIDPIRIECEET A ¥ TR MR} S
TF1) T8 R O
Anomaly . Data E RS S OFH

J59F EICRESNTVST-FREIC

BEORSE VN RL3BFOR LR B3dt¥1UT1IRR

> 739 EOVY-A0EEICEETE X1V T4
~'Network k37

THIIRTITAET 1O IR

|
|
|
|
Audit Event :
|
|
|
|

I3 LOBRET Y RO EF IV TAREIRR

Misconfigurations
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Prisma CloudiZ XL > THE I NT=KFET 77— b, ¥R V— A ZfhT

77— hOBRE

Overview Incidents Exposure  Vulnerabilities ~ Misconfigurations CIEM  Malware  Data  Add View

Manage Views
° BR TATORS v WEEES(7 EMINRPI-h v PI3-RAF-FR  FMR v x 239KPAIVE  mhiweaMWSAcowt v X 239KF(T Skt I3IKIAT v
a - o)
x RUL—ORAR MHTEARSE v  Showless o
_ _ & AWS VPC subnets should not allow automatic public IP assignment [ 7025-oms |
7I=bniLyI EXEB7 -k B s polcyidentifes VPC subnets which allow automatic publc 1P assgrvment. VPC subret is 3 part of the VPC rathc Assigring the Pubiic thin th's subnet
editedto N post creation f the Subet
R)Y-0947 75~k nU
356 574 231 0 BELTUEUY-2  KEER
o n® win 2
- ER(AYH sy 6 Q = RS (7 PI-bAF-9R | N 259K7n9Vh ry-oRKR
29h0=2 81183 a
- " a a4 &
=8x 8611183 145
000
oF- o1 ° Yy-28 | P3-MO § 73-hRewm 7hoUN PI-RRF-FR 1 Y-Yay AX-XMM AX-XHWRIN | W 77e3 7ouay
M ov1183 2 sboet82db. [ P-294759%4 sHAn mhuiwara AWS Acc open AWS Mumbai
e 7-20 01183 ° . subnet-a130.. [ P-2947581 SRR méuwara AWS Acc.. open AWS Mumbai - -
e P2947419 mhuiwara AWS Ac.
Gowdy v W @
- \ ~ "
o1 7I-rn9Vh Vy-0917 AVTILPUAER MITERS 27 1 2R | omxm 7ovay ﬁm U \/_ z E bl \— |\t lJ Z 9 IjJD_ '~ ﬁ*ﬁ
Y
Port scan actvity (External o o "% MITRE ATTECK v8.2, Ben Test Discovery Low
l AWS VPC subnets should not allow automatic public P assignment. % =8 NIST 800-171 Rev1. PIPEDA.C.. ¥ 5KRR I s Medium
Fahd test 2 =8 o' Medum
DunderMifin ECOM Unauthorized Access B ERh PCIDSS V321 o Medum
DunderMiflia ECOM PAPER PRODUCTS 2 B BR<vh e Medum
AWS SG without Tags % =8 AWSAssets s+ Medium
AWS LAM Access analyzer is not configured 2 =ux CISv1.3.0 (AWS) High Risk.CIS.. ¥SKRR Low
Jety_Pokicy_Event Delete 20 |- B3 Sad Low

Ingress IGW in edma tagged VPC where CloudFront is Disabled:

=8® HSBC Pre-RFP Security Controls
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AWS Best Practices - Based on CISv1.3.0 (AWS)

AVTSA4P VA Litt—k  AWS Best Practices - Based on CISv1.3.0 (AWS) ®

o Bff  UptoOct 19,2022, 7:09AM v

—ROF Y MR
159 88
an =
AVTFAPYADRLYER

N 3 Mar Ma
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